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1. Introduction
This guidance described about in-field firmware update method for Infineon Trusted Platform Module (TPM)

version 1.2

2. Target TPM Device and Firmware Update Tool
The following table shows target TPM device of this document, and related Firmware Update Tool.
Each Manufacturer Name, Manufacturer Version, and Specification Version column corresponds to text shown

in Windows utility “Trusted Platform Module (TPM) Management”.

Table 1

Manufacturer Manufacturer Specification Firmware Update Tool

Name Version Version

IFX 4.32 1.2 IFXTPMUpdate TPM12_ v0434.exe
IFX 4.40 1.2 IFXTPMUpdate_TPM12_v0443.exe

Jd Trusted Platform

‘& File Action View Window Help AE
e B EE

4§ Command Management | TPM Management on Local Computer

(| e TPM Managemert on Local Computer

Corfigures the TPM and its support by the Windows platfom Initialize TPM...
Turn TPM On...
Overview * B3 Tum TPM Off...
I Wiindows computers containing the Trusted Platfom Module (TPM) securty hardware provide enhanced B3 Change Owner Password...
securty features for applications. This snap-n displays information about the computer's TPM and allows
adninitratore o corfigure the device. I also alows adminisirators o view and manage commands B ClearTPM..

understood by the device B3 Reset TPM Lockout.
P " View 4

New Window from Here
The TPM is on and ownership has been taken

Refresh

i
HE

TPM Management B Help
8 Crange TPM ownerpassword. g
@ Carthe TPMto remove onnershio and reset the TPM to factory defauls. g

WARNING: Clearing the TPM causes you to lose all TPM keys and data protected by those keys.
TPM Manufacturer Information =
Manufacturer Name: IFX Manufacturer Version: 4.40 Speclication Version: 1.2

Links & Resources
) Whatis TPM iritislization?

Vihen do | tumthe TP on or off?

When do | clearthe TPM?
When do | reset the TPM lockout?

9
L)
@)  Yhen do | change my owner password?
@
)
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3. Preconditions
To run the update tool, administrative privilege is required.

During the update tool executing, you may need the TPM Owner Password. If the operating system does not

store the Owner Password or Owner Password Backup File, you may need to clear the TPM.

e Before starting update, it is strongly recommended to backup the computer.

e In case your drive was encrypted by BitLocker, it blocks the TPM firmware update. Before

starting the firmware update, “Suspend protection” of BitLocker.

e In case clearing the TPM, it resets the TPM to factory defaults. It will lose every created keys

and data protected by those keys. Clearing the TPM may cause you to be prompted for your

BitLocker recovery key, or re-setting PIN, in case using these features.

4. How to Update the TPM Firmware

To run the update tool, administrative privilege is required.

4.1. Windows 7
1. Run “tpm.msc” from Start Menu. (Type “tpm.msc” at “Search programs and files”.) “Trusted Platform

Module (TPM) Management on Local Computer” appears.

$‘ Windows Fax and Scan

Devices and Printers

*‘\" Remote Desktop Connection
2 Default Programs

\& Magnifier
» Help and Support

»  AllPrograms
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[T& Trusted Platform Modul ent on Local Computer
& File Action View Window Help _[=
«=+Ea
Ty TPM Management on Local Comp| [T i e Actions
g Command Management + | TPM Management on Local Computer &
I o TPM Managemert on Local Compter
i Configures the TPM and its support by the Windows platform B initislize TPOM.
B Tum TPMOn..
Overview B B Tum TPMOFf...
Windows computers containing the Trusted Platfom Modue (TPV) securty hardware provide enhanced B Change Owner Password.
securty features for applications. This snapn displays information cbout the computer's TPM and allows
‘administrators to corfigure the device. h akso allows administrators to view and manage commands B Clear TPM.
undersiood by the device. 3 ResetTPM Locko..
s " View >

New Window from Here
The TPM s on and ownership has been taken

(G Refresh
TPM Management < | |E Hee
@ Chsngs TPM ouner password. g

@ Clearthe TP to remove onnership snd reset the TPMto factory defauts. g

WARNING: Clearing the TPM causes youto lose all TPM keys and date protected by those keys.

TPM Manufacturer Information

Manufacturer Name: IFX Manufacturer Version: 440 Specication Version: 12
Links & Resources B
@  Whatis TPM intisization?
@  When do | tum the TPM on or ofi?
@  When do | changs my owner password?
| @  When do | dlearthe TPM?
7 || @ Vinendo | resetthe TPMlackout?

2. To confirm whether the TPM firmware is subject to update, clarify “Manufacturer Name” and “Specification

Version” are “IFX” and “1.2”, and “Manufacturer Version” are shown in Table 1.

3. Incase you have the TPM Owner Password or the TPM Owner Password Backup File, proceed to 10.
In case both the TPM Owner Password and the TPM Owner Password Backup File are not found, you
need to clear the TPM.

e Before starting update, it is strongly recommended to backup the computer.

e In case your drive was encrypted by BitLocker, it blocks the TPM firmware update. Before

starting the firmware update, “Suspend protection” of BitLocker.

e In case clearing the TPM, it resets the TPM to factory defaults. It will lose every created keys
and data protected by those keys. Clearing the TPM may cause you to be prompted for your

BitLocker recovery key, or re-setting PIN, in case using these features.

4. On“Trusted Platform Module (TPM) Management on Local Computer”, choose “Initialize TPM...” from

“Actions”.
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@ Trusted Platform Module (TPM) Management on Local Computer -

e+ B EE

& TPM Management on Local | G e s
W Command Management

@ Ele Action View Window Help

TPM Management on Local Computer
Configures the TPM and its support by the Windows platform

Overview -

Windows computers containing the Trusted Platform Module (TPM) security hardware provide
enhanced security features for applications. This snap-in displays information about the computer's
TPM and allows administrators to configure the device. It also allows administrators to view and
manage commands understood by the device.

Status -

The TPM is on and ownership has been taken.

TPM Management -
@ Change TPM owner password. &
@ Clear the TPM to remove ownership and reset the TPM to factory defaults. &

WARNING: Clearing the TPM causes you to lose all TPM keys and data protected by those keys.
TPM Manufacturer Information A

Manufacturer Name: IFX Manufacturer Version: 4.40

Links & Resources
@ What is TPM initialization?

Specification Version: 1.2

B Tum TPM Off_

€ Change Owner Password...
B Reset TPM Lockout.
View »

New Window from Here

The following screen appears. Choose “I do not have the TPM owner password”.

_— g}
O o e TN T
\ -

computer.

Clear the TPM security hardware

Supply your TPM owner password to clear the TPM security hardware without restarting this

I = I have the owner password file

< Iwant to enter the owner password

# 1do not have the TPM owner password

b ° WARNING: Clearing the TPM resets it to factory defaults. You will lose all created keys
Lgand data protected by thase keys.

I

i

I

Follow these steps:

Clear the TPM security hardware

| Restart the computer using the button below. h
! Follow the instructions that appear during the start up process.

Log on to Windows to continue the wizard automatically.

[: - dynabook

After restart, BIOS warning message may appear. Press [F11] to clear TPM and proceed.
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After restart, the following screen appears. Choose “Restart” to restart the computer.

 —
Initialize the TPM security hardware
) v

=)

Turn on the TPM security hardware

Follow these steps:
Restart the computer using the button below,
Fallow the instructions that appear during the start up process.

Log on to Windows to continue the wizard automatically.

{85 more about TR i tislizationt

6. The following screen appears.

“Automatically create the password (recommended)”.
- . -

&) I Manage the TPM security hardware

Choose how to create the TPM Owner Password. Usually, choose

Create the TPM owner password

Use this password for TPM management tasks.

>

The wizard will create the password for you.

2 Manually create the password
The wizard will help you create the password.

Cancel

7. Choose “Save the password...” and choose location to save the TPM Owner Password. USB memory is

recommended.

@ & Manage the TPM security hardware

[ - - [

Save your TPM owner password

Your TPM owner password is:
A BRI R T I ES I A

2 Save the password..

Save the password on removable media such as a USB memory device.

2 Print the password..

3600_R7
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rik Save As o — =)
QQ |.‘; » Computer » - | i,‘ ‘ Search Computer P
-
Organize » o @'
M Deskiop

" 4 Hard Disk Drives (1)

% Downloads —
1 TB313946D0A (C:
£ Recent Places <)

76.7 GB free of 106 GB

@ Libraries =| 4 Devices with Removable Storage (1)
| Documents 1
Removable Disk (D:)
J’ Music .
=] Pictures Q/ 927 MB free of 979 MB
E Videos L&

1% Computer
&, 313946004 (C) _

FIENETCRETEST-PC tpm) -
Save as type: [TPM Owner Password File (*.tpm) v]

8. After saving or printing the password, “Initialize” button becomes active. Choose “Initialize” to start TPM

initialization.

9. Afterinitialization completed, the following screen appears.
[ -

Q ‘& Manage the TPM security hardware

Initialization completed

The TPM security hardware on this computer has been successfully initialized. Applications that
take advantage of the TPM can now be enabled.

10. Right click Firmware Update Tool in Table 1 corresponds to Manufacturer Version, choose “Run as

.. .
administrator”.
T IFXTPMUpdate TPM12 v0443.exe 9/20/20171:08 AM___ Anslicati
T License.pdf Open
£ Readme.html & Run as administrator 4

Troubleshoot compatibility

Share with »

3600_R7 7
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The following screen appears.

T Update TPM Firmware @

Welcome

This wizard helps you update the firmware of your computer's Trusted Platform Module.
The Owner Password is required to perform this update.

To continue, accept the license agreement and dick Next™

Infineon Technologies AG ~
INFINEON FIRMWARE UPDATE PROGRAM AGREEMENT —

BY DOWNLOADING AND/OR USING {INCLUDING COPYING) THE SOFTWARE, LICEMSEE
AGREES TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF
LICENSEE DOES NOT AGREE TO ALL TERMS AND CONDITIONS OF THIS AGREEMENT,
LICEMSEE (INCLUDING YOU) SHALL NOT DOWNLOAD AND/OR USE (INCLUDING
COPYING) THE SOFTWARE.

1. DEFINITIONS
11 “Agreement” means this Infineon Firmware Update Program Agreement.
1 “Integrator” means (i) any entity that integrates or lets integrate Licensor

[JAccept the terms of this license agreement:

11. Check “Accept the terms of this license agreement”, and choose “Next”.
In case AC adapter is not plugged, the following screen appears. Plug the AC adapter and choose “Back”

to return previous screen once.

T Update TPM Firmware - @

Check platform details

Update to version 443 257 .0 possible. but preconditions not met

fiide Tetaid
Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9660 TT 1.2)
Firmware Version 4.40.119.0 (64 remaining updates)

Preconditions:

stsbem is running on battery.

Please check the readme for details about preconditions.
Refresh

8 3600_R7
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12. The following screen appears. Check platform details and choose “Next”.

T Update TPM Firmware - {&J

Check platform details

&) Update to version 4.43.257.0 possible

Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9660 TT 1.2)
Firmware Version 4.40.119.0 (64 remaining updates)

Refresh

< Back “ Next > ]l Cancel || Help

¢ In case Manufacturer Version is 3.17 or 3.19, it is not a subject to firmware update, the following

screen can appear. In the case, choose “Cancel”’ to cancel firmware update. Even if you

choose “Next”, firmware update is not executed.

T Update TPM Firmware

GCheck platform detaile
@) Undate to version 4.34.1011.0 possible
fide Detalid

Trusted Platform Module 1.2, Firmware Version 3.17.8.0

Refresh

<E30) Fyvtl ALT

13. Provide the Owner Password. In case having the Owner Password as the Owner Password Backup File,

choose “I have the Owner Password Backup File” and specify the file location by pressing “Browse...”.

LR

T Update TPM Firmware

Provide the Owner Password

The Owner Password is required to perform the fimware update
You can either type in the password or get it from the Owner Password Backup File

= 1have the Owner Password Backup File

= Iwant to enter the Owner Password

Next > Cancel Help

3600_R7
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™M Update TPM Firmware - [

Select Owner Password Backup File

The Owner Password is required to perform the firmware update.

Owner Password File:

| Browse...

Next > Cancel Help

14. Choose “Update” to start firmware update.

T Update TPM Firmware {&J

Perform the update

The TPM firmware will be updated to version 4.43.257.0 next. Note that the computer must be
restarted before the TPM can be used again.

The following steps will be performed:

) Set up update process

ﬁ[mﬁahze update
Perform update

= Verify update

Clean up

i Close all other applications. Do not log off, shut down, switch to sleep or hibernation
mode, or unplug the power cord while the operation is in progress.

< Back “ Update ]l Cancel || Help

e On Windows 7, the firmware update may take up to 10 minutes. Do NOT turn off the computer

until the update completes.

4.2. Windows 8.1, Windows 10 version 1507 and 1511
1. Right click Start Menu and choose “Run”. Run “tpm.msc” from “Run”. (Type “tpm.msc” at “Open”.)
“Trusted Platform Module (TPM) Management on Local Computer” appears.

185K Manager
Control Panel

File Explorer
Search

Run

Shut down or sign out

Desktop

10 3600_R7



Type the name of a prog
=,
E Internet resource, and Wil

ram, folder, document, or
ndows will open it for you.

Open

‘]

[ o ]|

Cancel H Browse... ‘

@ File Action View Window Help
=@ 8

M Command Management

Overview

Vindows computers cortaring the Trusted Platiorn Modue (TPM) securty hardware provide enhanced
securty features for appications nuTamwmdammmmwnnumm

p %o v
understood by the device

Satus A&
The TPM is ready for use, with reduced functionaity.

TPM Management -
@ Oenge TPMownerpassword.
@ Cesthe mership and resel the ydefouks.

WARNING: Clearing the o TPMk those keys.
TPM Manufacturer Information B

Manufacturer Name: IFX Manufacturer Version: 4.40 Spectication Version: 12

e g n ot oy T -~

% TPM Management on Local Computer
[ oM

3 Prepare the TPM...
B Tum TPMOf..

B Clear TPM...

3 Reset TPM Lockout...
View

New Window from Here
Refresh

Help

[ &

B3 Change Owner Password...

[: - dynabook

2. To confirm whether the TPM firmware is subject to update, clarify “Manufacturer Name” and “Specification

Version” are “IFX” and “1.2”, and “Manufacturer Version” are shown in Table 1.

3600_R7
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3. In case you have the TPM Owner Password or the TPM Owner Password Backup File, proceed to 7.
In case both the TPM Owner Password and the TPM Owner Password Backup File are not found, you
need to clear the TPM.

e Before starting update, it is strongly recommended to backup the computer.

e In case your drive was encrypted by BitLocker, it blocks the TPM firmware update. Before
starting the firmware update, “Suspend protection” of BitLocker.

e In case clearing the TPM, it resets the TPM to factory defaults. It will lose every created keys
and data protected by those keys. Clearing the TPM may cause you to be prompted for your
BitLocker recovery key, or re-setting PIN, in case using these features.

4. On “Trusted Platform Module (TPM) Management on Local Computer”, choose “Clear TPM...” from
“Actions”.
W@ File Action View Window Help s
ln o |
.(ommandeagrmeﬂl ""-7 M C i
'gb c’mmumuﬁf?m;mwm«smm ln p:::gfmlMLm' ——
B Tum TPM Off.
Overview * | E3 Change Owner Password.
understood by the device. View N
e = New Window from Here
The TPM is ready for use, with reduced functionalty | < Rafrish
| Hep
TPM Management a
@ Ohange TPMownerpassword. g
@ Cearthe TPMto remave ownership and reset the TPM to factory defauts. g
WARNING: Cearing the TPM causes you to lose all TPM keys and data protected by those keys.
TPM Marwdacturer information
Manufacturer Name: IFX Manufacturer Version: 440 Speciication Version: 12
12

3600_R7



5. The following screen appears.

Choose “Restart” to restart the computer.

Clear the TPM security hardware

Your TPM can be dleared. To do so:
Click the Restart button belovs.

Be Physically present at the computer to follow the instructions
startup process.

Log on to Windows to continue the wizard automatically.

‘You must restart your computer to configure your TPM security hardware settings so that

that appear during the

[: - dynabook

After restart, BIOS warning message may appear. Press [F11] to clear TPM and proceed.

6. After restart, the following screen appears. Choose “Remember my TPM owner password”, and choose

location to save the TPM Owner Password. USB memory is recommended.

TPM is ready

The TPM security hardware on this computer is ready for use.
Windows can automatically remember your TPM owner password so

separate file if you prefer.

Remember my TEN owner nassword

manage your TPM and any applications that use it. But you can also save the password to a

Save your TPM owner password to a file on your computer or on removable media.

that you can easily

1+ M » ThisPC »
Organize =
a i Favorites Folders (6)
Desktop .
= 4 Devices and drives (2)
I Downloads
% Recent places g mITE
W 135 G free of 225 6o
. 4 This PC
& Network

File pame: | [ENBISIREY

Save as type: TPM Owner Password File (“tpm)

* Hide Folders

P

v | @ | Search This C

Removable Disk (D)
— I
S 546 MB free of 979 MB

After saving the password, choose “Close” on “Manage the TPM security hardware”.

7. Right click Firmware Update Tool in Table 1 corresponds to Manufacturer Version, choose “Run as

administrator”.

3600_R7
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14

Bl Deskiop B IFXTPMUpdate_TPM12_v0443.com
ls _Downloads ] 5 IFXTPMUpdate_TPM12_v0443.exe
= License.pdf

Open
¥ R dministrat
“ Run as administrator 3] Readmehtmi
Troubleshoot compatibility
Pin to Start

| Crnn

The following screen appears.

T Update TPM Firmware &J

Welcome

This wizard helps you update the firmware of your computer's Trusted Platform Module.
The Owner Password is required to perform this update.

To continue, accept the license agreement and dick Next™

Infineon Technologies AG
INFINEON FIRMWARE UPDATE PROGRAM AGREEMENT 4

BY DOWNLOADING AND/OR USING {INCLUDING COPYING) THE SOFTWARE, LICEMSEE
AGREES TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF
LICENSEE DOES NOT AGREE TO ALL TERMS AND CONDITIONS OF THIS AGREEMENT,
LICEMSEE (INCLUDING YOU) SHALL NOT DOWNLOAD AND/OR USE (INCLUDING
COPYING) THE SOFTWARE.

1. DEFINITIONS
11 “Agreement” means this Infineon Firmware Update Program Agreement.
1 “Integrator” means (i) any entity that integrates or lets integrate Licensor

[JAccept the terms of this license agreement:

u.
Ih
2
]

Check “Accept the terms of this license agreement”, and choose “Next”.

In case AC adapter is not plugged, the following screen appears. Plug the AC adapter and choose “Back”

to return previous screen once.

r -
T Update TPM Firmware - @

Check platform details

) Update to version 443 257 .0 possible. but preconditions not met

Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9660 TT 1.2)
Firmware Version 4.40.119.0 (64 remaining updates)

Preconditions:

stsbem is running on battery.

Please check the readme for details about preconditions.
Refresh

3600_R7
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9. The following screen appears. Check platform details and choose “Next”.

T Update TPM Firmware - {&J

Check platform details

&) Update to version 4.43.257.0 possible

Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9660 TT 1.2)
Firmware Version 4.40.119.0 (64 remaining updates)

Refresh

< Back “ Next > ]l Cancel || Help

TPM Owner Password is not queried.

¢ In case Manufacturer Version is 3.17 or 3.19, it is not a subject to firmware update, the following
screen can appear. In the case, choose “Cancel”’ to cancel firmware update. Even if you
choose “Next”, firmware update is not executed.
T Update TPM Firmware be
GCheck platform detaile
9 Update to version 4.34.1011.0 possible
Hide Detajls
Trusted Platform Module 1.2, Firmware Version 3.17.8.0
<=3(6) Fyvtl ALT
10. Choose “Update” to start firmware update.
rwr Update TPM Firmware {&J‘

Perform the update

The TPM firmware will be updated to version 4.43.257.0 next. Note that the computer must be
restarted before the TPM can be used again.

The following steps will be performed:

) Set up update process

ﬁ[mﬁahze update
Perform update

@\Ierify update

P Clean up

j, Close all other appiications. Do not log off, shut dow, switch to sieep or hibernation
mode, or unplug the pawer cord while the operation is in progres.

< Back “ Update ]l Cancel || Help

3600_R7 15
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4.3. Windows 10 version 1607 (Anniversary Update) and after

1. Run “tpm.msc” from Start Menu. (Type “tpm.msc” at “Search programs and files”.) “Trusted Platform
Module (TPM) Management on Local Computer” appears.

7)) Alarms & Clock
Store

B

Agreatappis
onits way!
B e v

€

7
Calendar
Camera

P |ask me anything

& Trusted Platform Module (TPM) Management on Local Computer

- a *
@ File Action View Window Help -8
L 2ol
t TPM Management on Local Comp| IR L Tk peee pomssmmrs Actions
1§ Command Management — TPM Management on Local Co. &
[ TPM Management an Local Computer
Configures the TPM and s support by the Windows platforn B Preperc the TPM...
B ClearTPMm.
Overview - View »
Windows computers containing the Trusted Platform Module: (TPM) securty hardware provide: enhanced sscurty New Window from Here
features for applications. This snapin displays information about the computer's TPM and allows adminisiraters to
corfigure the device. h also lows administrators to view and manage commands understood by the device, (6 Refresh
Help
Status

The TPM is ready for use, with reduced functionaity. Imormation Flags: (<2900
The TPM owner authorization is not propery stored in the regisiry

Windows's registry information about the TPM's Storage Root Key does net match the TPM Storage Roat Key oris
missing.

‘The monatonic counter incremented during back has not been created.

TPM Management -

Clearthe TPM to remove awnership and reset the TPM to factory defauls.
WARNING: Clearing the TPM causes you o lose all TPM keys and data protected by those keys.

TPM Manufacturer information -

Manufacturer Name: IFX Manufacturer Version: 4.40 Speciication Version: 1.2

2. To confirm whether the TPM firmware is subject to update, clarify “Manufacturer Name” and “Specification

Version” are “IFX” and “1.2”, and “Manufacturer Version” are shown in Table 1.

16 3600_R7
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In case you have the TPM Owner Password or the TPM Owner Password Backup File, proceed to 10.
In case both the TPM Owner Password and the TPM Owner Password Backup File are not found, you

need to clear the TPM.

e Before starting update, it is strongly recommended to backup the computer.

e In case your drive was encrypted by BitLocker, it blocks the TPM firmware update. Before

starting the firmware update, “Suspend protection” of BitLocker.

e In case clearing the TPM, it resets the TPM to factory defaults It will lose every created keys
and data protected by those keys. Clearing the TPM may cause you to be prompted for your

BitLocker recovery key, or re-setting PIN, in case using these features.

Run “regedit” from Start Menu. (Type “regedit” at “Search programs and files”.) “Registry Editor” appears.

B Registry Editor - o x ‘

File Edit View Favorites Help

Computer ]

= Computer Name Type Data
HKEY_CLASSES ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

Clarify registry key [HKEY_LOCAL_MACHINE¥SOFTWARE¥Policies¥Microsoft¥TPM]
OSManagedAuthLevel, and record original key data. Choose “Edit” — “Find...”.

B Registry Editer

Eile Edit View Favorites Help

Find.. Ctri+F

Type “OSManagedAuthLevel” at “Find what”, then press “Eind Next”. The following screen appears after

a while.

B Registry Editor

File Edit View Favorites I_\‘P_IF

(omptltﬁbki Y _LOCAL_MACHINEASOFTWARE\PoI |r\es\M\r'omfr'\IPrﬂ
BCDO000000D ~
HARDWARE
SAM

SECURITY
TAETWARE

Clarify upper text shows “HKEY_LOCAL_MACHINE¥SOFTWARE¥Policies¥Microsoft¥TPM”, and lower

Mame Type Data

a8)(Default) REG [ualue not set)
[ 0SManagedAuthevel JREZCRRITO T 0x00000005 (5 |

3600_R7 17
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7.

8.

18

left text shows “OSManagedAuthLevel”, and take a note for the data. (In this screenshot case, “5”.)

After updating the firmware, this register key shall be restored, so do not miss to take a note.

Double click “OSManagedAuthLevel”. The following screen appears.
3

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsaft\TPM

BCDOO00DO00 C- || Name Type
Edit DWORD (32-bit) Value X B
W
1 Value name:

| 0SManagedAuthLevel

Value data: Base
E @:Hexadeclmal
(O Decimal

=Y Il

Change “Value data” as 4, and press “OK”.

Run “tpm.msc” from Start Menu, and choose “Clear TPM...” from “Actions”.

e Before starting update, it is strongly recommended to backup the computer.

e In case your drive was encrypted by BitLocker, it blocks the TPM firmware update. Before

starting the firmware update, “Suspend protection” of BitLocker.

¢ In case clearing the TPM, it resets the TPM to factory defaults. It will lose every created keys

and data protected by those keys. Clearing the TPM may cause you to be prompted for your

BitLocker recovery key, or re-setting PIN, in case using these features.

& Trusted Platform Module (TPM) Management on Local Computer - O
& File Action View Window Help - &
= |7 HE
T TPM Management on Local Comp| Rl i L Crm o Actions
1§ Command Management - TPM Mansgement on Local C... a
TPM Managemert on Local Computer
Cortigures the TPM and fs support by the Windows platform Y Preparethe TPM..
B Clear TPM...
Overview View »
Windows computers cortaining the Trusted Platfom Modle (TPM) securty hardware provide enhanced securiy New Window from Here
features for appications. This snap-n dsplays nformation about the computer's TPM and alows adminiirators to
configure the device. h also alows administrators to view and manage commands understoad by the device: 6] Refresh
H Hep
Status

The TPM s ready for use, with reduced functionaity. Information Flags: (<2500

The TPM owner authorization is not propery stored in the regisiry

Windows's registry information about the TPM's Storage oot Key daes not match the TPM Storage Roct Key oris
missing

The monetonic counter incremented during boot has not been created

TPM Management

Clearthe TPM to remove ownership and reset the TPM to factory defauls
WARNING: Cleating the TPM causes you to lose all TPM keys and data protected by those keys

TPM Manufacturer Information

Manufacturer Name: IFX Manufacturer Version: 4.40 Specification Version: 12

3600_R7
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9. The following screen appears. Choose “Restart” to restart the computer.

X

@ Manage the TPM security hardware

Clear the TPM security hardware
You must restart your computer to configure your TPM security hardrare settings so that
your TPM can be cleared. To do so

Click the Restart button below.

Be Physically present at the computer to follow the instrucbons that appear during the
startup process.

Log on to Windows to continue the veizard automatically

Cancel
After restart, BIOS warning message may appear. Press [F11] to clear TPM and proceed.

10. Right click Firmware Update Tool in Table 1 corresponds to Manufacturer Version, choose “Run as

administrator”. The following screen appears.

T Update TPM Firmware =5

Welcome

This wizard helps you update the firmware of your computer's Trusted Platform Module.
The Owner Password is required to perform this update.

To continue, accept the license agreement and dick Mext”.

Infineon Technologies AG ~
INFINEON FIRMWARE UPDATE PROGRAM AGREEMENT

BY DOWNLOADING AND/JOR USING (INCLUDING COPYING) THE SOFTWARE, LICENSEE
AGREES TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF
LICENSEE DOES NOT AGREE TO ALL TERMS AND CONDITIONS OF THIS AGREEMENT,
LICENSEE (INCLUDING YOU) SHALL NOT DOWNLOAD AND/OR USE (INCLUDING

COPYING) THE SOFTWARE.
1 DEFINITIONS
11 “Agreement” means this Infineon Firmware Update Program Agreement.

1.2 “Integrator” means () any entity that integrates or lets integrate Licensor

[liAccept the terms of this license agreement!

11. Check “Accept the terms of this license agreement”, and choose “Next”.
In case AC adapter is not plugged, the following screen appears. Plug the AC adapter and choose “Back”

to return previous screen once.

T Update TPM Firmware =)

Check platform details

.@. Update to version 4.43.257.0 possible. but preconditions not met

Hiide Betaiig

Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9660 TT 1.2)
Firmware Version 4.40.119.0 (64 remaining updates)

Preconditions:

£3#System is running on battery.

Please chedk the readme for details about preconditions,

Refresh

In case the following screen appears (Preconditions shows “BitLocker Drive Encryption blocks firmware
update”), BitLocker is turned on. Press “Cancel” to cancel the firmware update, and “Suspend protection
of” BitLocker, then go back to 10.
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' Update TPM Firmware

Check platform details

) Update to version 4.43.257.0 possible. but preconditions not met
Hide Details
Trusted Platform Module 1.2 (Infineon Technologies AG, SLE 9660 TT 1.2)

Firmware Version 4.40.113.0 (64 remaining updates)

Preconditions:

| 3 BitLocker Drive Encryption blocks firmware update. I

Please check the readme for details about preconditions.

Refresh

AN *evel AT

Operating system drive

T131397900C (C:) BitLocker on

I

8

12. The following screen appears. Check platform details and choose “Next”.

™M Update TPM Firmware - [

Check platform details

&) Update to version 4.43.257.0 possible

Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9660 TT 1.2)
Firmware Version 4.40.119.0 (64 remaining updates)

Refresh

< Back “ Next > ]l Cancel ||

Help

¢ In case Manufacturer Version is 3.17 or 3.19, it is not a subject to firmware update, the following
screen can appear. In the case, choose “Cancel” to cancel firmware update. Even if you choose

“Next”, firmware update is not executed.

T Update TPM Firmware

GCheck platform detaile
@) Undate to version 4.34.1011.0 possible

fide Detalid

Trusted Platform Module 1.2, Firmware Version 3.17.8.0

Refresh

<E30) Fyvtl

AT
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13. In case the following screen appears, provide the Owner Password.
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In case does not appears, skip to 14.

In case having the Owner Password as the Owner Password Backup File, choose “I have the Owner

n A D 1 | maH P2L al
™' Update TPM Firmware

g

Provide the Owner Password

The Owner Password is required to perform the firmware update
You can either type in the password or get it from the Owner Password Backup File.

2 1have the Owner Password Backup File

2 Iwant to enter the Owner Password

r B
™' Update TPM Firmware - IQ

Select Owner Password Backup File

The Owner Password is required to perform the firmware update.

Qwner Password File:

Browse...

14. Choose “Update” to start firmware update.

T Update TPM Firmware

ot

Perform the update

restarted before the TPM can be used again.

The following steps will be performed:

=) set up update process
= Initialize update

=D Perform update

= Verify update

=) Clean up

% mode, or unplug the power cord while the operation is in progress.

The TPM firmware will be updated to version 4.43.257.0 next. Note that the computer must be

i Close all other applications. Do not log off, shut down, switch to sleep or hibernation

< Back ” Update ]l Cancel ]l Help

15. Run ‘“regedit” from Start Menu.

appears.

3600_R7

ocation by pressing “Browse...”.

(Type “regedit” at “Search programs and files”.) “Registry Editor”
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16. Search

NOQMNMananadAithl aval
ﬁ’ Registry Editor

registry key

Choose “Edit”

File Edit View Favorites Help
Com New >
Permissions.

Delete

Rename

py Key Name

Find...
Find Next

—“Find...".

Type “OSManagedAuthLevel” at “Find what”, then press “Find Next”.

a while.

[ Registry Editor

Eile Edit View Favorites Ilelp

C.nrnputehﬂ(l Y _LOCAL_ MACHINE\SOFTWARE\Policies\Microsoft\T Phﬂ

BCDO00GOO00 A | Name Type Data
HARDWARE b (Defaun REG [value nat set)
SAM Y REG_DWORD 0x00000005 (5) |
SECURITY

CAFTWARE

[HKEY_LOCAL_MACHINE¥SOFTWARE¥Policies¥Microsofté TPM]

The following screen appears after

Clarify upper text shows “HKEY_LOCAL_MACHINE¥SOFTWARE¥Policies¥Microsoft¥TPM”, and lower

left text shows “OSManagedAuthLevel”.

17. Double click “OSManagedAuthLevel”’. The following screen appears.
I ﬁ Registry Edito
i Edit View Fa tes Help
ComputeryHKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\,TPM
BCD00000000 ~ | Name Type
Edit DWORD (32-bit) Value X BL
W
~| Value name:
¥ | |0SManagedAuthLevel
Value data: Base
B (@ Hexadecimal
(O Decimal
AERA ]

18. Change “Value data” as data noted at 5,

(End of Document)
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and press “OK”.
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